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“ The ‘real world’ turns out to be a great source for randomness, 
because events in the physical world are unpredictable. “
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Reliance on image sensors continues to increase.
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Choosing MCU that has a 

higher clock speed, includes 

wireless capabilities like Wi-Fi 

and Bluetooth, and is compact 

in size.



Solder them onto the circuit 

board, ensuring stable 

connections, and add a 

battery so it can be portable.



- Fast Response

- Low Power Consumption

- Good Compatibility (MESH)

- Long Distance Communication



ESP32C3 → ESP8266 → PC
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• Avalanche effect 
different image frames with little changes will output completely different hash values.

• Fixed output size
despite different devices outputting different image sizes, SHA256 always produces a 
256-bit output regardless of input size.

• Uniform distribution
output bits are distributed uniformly in cases of common pixel values.
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MEAN = 0.499859:

Close to 0.5, indicating that the data 

distribution is nearly balanced.

MEDIAN = 0.5: 

Matches the ideal value.

H_original = 0.995921: 

The original entropy is close to the 

ideal value of 1, suggesting that the 

data has high randomness.



(Chi-Square Independence):

A p-value greater than 0.05 indicates no

significant evidence that the data is not

independent.

(Chi-Square Goodness of Fit):

A p-value greater than 0.05 suggests that the

data fits well with the theoretical distribution.
Pr(X >= 1) = 0.057522：



• Testing success rate: passed 87.65% testcases

• Testing results: 

C[i][0] : Passed count, C[I][1]: Undefined count, C[i][2]: Failed count

• Notable passed items: 

lenDirectionalRuns, periodicity, covariance having low failed counts

• Caveats
  periodicity(8): 

meaning the bias or deviation in the periodic patterns at 8-bit intervals. 

(Limited to only 8'b00000000 or 8'b00000001)

  Covariance:

correlation in the data may be higher for lower periodic patterns 

due to having many '0's in 8'b00000000 or 8'b00000001
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Most Common Value (MCV) Estimate : 

檢測數據流中最常見的值（例如0或1）的

比例，p-hat ≈ 0.5001，代表數據中0和

1的出現機率非常接近0.5，符合理論隨機

分佈。



Collision Test :

 測量數據中重複值的平均次數（碰撞）

 X-bar = 2.5000660113：碰撞的平均值。

Markov Test :

    檢查數據的馬可夫性

  【即是否存在相鄰位間的依賴性】

  P_0,0和 P_0,1：表示從0轉移到0或1的機率



MCV, Collision, Markov, Compression,

Tuple, and Predictor tests show that the 

generated number have high randomness. 

All the static result are close to theoretical value.

H_original：0.84456. This indicate that 

the min-entropy of our data is close 

to ideal value 1. 
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THANK YOU
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