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Looking For Rondom Events

Common Rondom Events

- BIRE Thermol Noise

- Hi3a%HEH Rodio Frequency Noise
- EfUE Quontum Effects

- RAIRE Rodionctive Oecoy

- IBNRE Chootic Systems

- BlEEE= Clock litter Noise

- ARIRE Atmospheric Noise

«  YhEREiMES A Externol Sensors

- MIEAGHEFXFENE Lommn Roys or Cosmic Roys
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“The ‘real world’ turns out to be a great source for randomness,
because events in the physical world are unpredictable.”




Most Common Sensaor




Most Common Sensor

P"“E"E"“E IMAGE SENSORS MARKET SIZE 2023 T0 2033 (USD BILLION)

[ 204 | 2025 W 2026 W 2027 | 2028 [ 2029 [ 2030 | 2031 § 2032 J 2033 |

Source: https://www.precedenceresearch.com/image-sensors-market-size

Reliance on image sensors continues to increase.




Noise Sources from Renlwaorlid

* Environmentol chonges
* Humon nppeoronce

« Light ond shodow noise
 Resolution chonges

* Lens distortion

* Encoding formot
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IMPLEMENTATILON
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Videos record ]
[Imoges input] IMU input

' !

Volue

Remopping ‘ .
Imoge fromes l IDID
010
010 1010
‘ Hoshed hits
Imoge (5HA25h)

+
IMU hits
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SELELCT MLCLI

Choosing MCU that has a
higher clock speed, includes
wireless capabilities like Wi-Fi

and Bluetooth, and is compact
in size. seeed studio

Model:XIAO-ESP32-C3

KE C€

FCC:Z4T-XIAOESP32C3

Digital Analog Pin No. Ic UART SPI GND Power

*A3(GPIOS5) 2, which may become inoperative due to false sampling signals. For reliable analog reads, use ADC1 instead. Refer
to the ESP3. ee




SIMPLE
SOLOERINI

Solder them onto the circuit
board, ensuring stable
connections, and add a
battery so it can be portable.




Application layer (FTP. HTTP. SMTP. DNS)

Presentation layer (ASCIl. EBCDIC)
Session layer (RPC. ASP)
Transport layer (TCP. UDP)
-
Network layer (IP. ICMP. RIP)
Data link layer (SLIP. PPP. MTU) Data link layer (SLIP, PPP, MTU)

Physical layer (802.11b/g/n) Physical layer (802.11b/g/n)

Fast Response
Low Power Consumption
Good Compatibility (MESH)

Long Distance Communication




ESP32C3 — ESP8266 — PC

FIRST TRY




BUILIO A TESTING
FLATFORM

Compore the noise levels
of different sensors, such
ns mohile phone sensors 110625 CL e

1 M17 X1.2 Y1.2 78.75

ond IMU modules. 2 69
E] M83
4  G28 ; home all axis
5 Gl X128 Y128 Z1 ; move to center
6 G29.2 S@ ; turn off bed leveling compensation
7
8 ; Move Z axis to 128mm
9 Gl 7128
18
11 ; Start Y-axis oscillation - 1@ times at 300@ mm/min
12 G1 X128 Y100 F300@ ; move to start position
13 G1 X128 Y200 F3000 ; move to end position
14
15 G1 X128 Y1e@ F3ee@ ; move back to start
16 G1 X128 Y200 F3000 ; repeat 1




MPU-6050
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Acceleration z (m/s”

Acceleration y (m/s”2)

Acceleration x (m/s”2)



OOUBLE IT?

B A2 /n 7 0% B2 =

Gome devices ore
erfuipped with more thon
one IML, ollowing us to
nppend two rondom
numbers within the snome
frome.




OATALCOLLELTION
SETUR

A 2]-printed heodbond is
used to secure our IMLL




OATA
COLLELCTION

You con see six occelerotion
doto lines in the groph.
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1

s

RAW DATA

push.5eul7k7e

oms 640ms 1280ms  1920ms 2560ms 3200ms 3840ms  4480ms

@ @ @ @< @2 .V722



' Fruome 1 hits — EBBBA4F...

Frome 2 hits — ES58AIF...

Frome N hits — 243C4LC...

CLoncotennte output hosh volues

Output — B8hd4f...e58ndft...243c4c...

22



Output volue length < 1,000,000 hits?

Originol volue = b8h84f...e58ndf...243c4c...
— hosh of originol volue = BEf/76d...

Loncotenote hosh to ariginol volue

— bB8hd84f...e58ndf...243c4c...BBT7hbd...

Repent until >= 1,000,000 hits

(pod originonl ~200 shoZ256 volues to ~3988 shnZ25hb8 volues)
[3988 * 256 = 1,020,928]
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Why odd S5HA-25h

» Avalanche effect
different image frames with little changes will output completely different hash values.

* Fixed output size

despite different devices outputting different image sizes, SHA256 always produces a
256-bit output regardless of input size.

* Uniform distribution
output bits are distributed uniformly in cases of common pixel values.

24



REEIJLT & ANALYSIS

|||I:I ¥ ﬂ iliﬁ



Opening file: '../formatted_binary_hash_chain.bin' (SHA-256 hash 043951cba2fb0c5881b0dUa9753cad
Loaded 1020928 samples of 2 distinct 1-bit-wide symbols

Calcu i i istics...

Raw Mean: 0.499859
Median: 0.500000
Binary: true

H_original: 0.995921

I TEST 1

ode = 510608, p—hat = 0.50014104814443328, p_u = 0.50141569453893U86

1 square l1ndependence

MEAN = 0.499859: score = 20U5.357622

degrees of freedom = 2046
L ) p-value = 0.499849
Close to 0.5, indicating that the data

iotri ] i Chi square goodness of fit
distribution is nearly balanced. coone =8 597172

degrees of freedom = 9

MEDIAN = 0.5: p-value = 0.482012

** Passed chi square tests

Matches the ideal value. Literal Longest Repeated Substring results
P_col: 0.500000
Length of LRS: 43

H_original = 0.995921. Pr(X >= 1): 0.057522

** Passed length of longest repeated substring test

The original entropy is close to the
ideal value of 1, suggesting that the
data has high randomness.




I TEST 2

B EI282 (Chi-Square Independence):

A p-value greater than 0.05 indicates no
significant evidence that the data is not
independent.

EAEI2RE (Chi-Square Goodness of Fit):

A p-value greater than 0.05 suggests that the
data fits well with the theoretical distribution.

Opening file: '../formatted_binary_hash_chain.bin' (SHA-256 hash 043951cba2fb0c5881b0dUa9753cad
Loaded 1020928 samples of 2 distinct 1-bit-wide symbols
Calculating baseline statistics...

Raw Mean: 0.499859

Median: 0.500000

Binary: true

Literal MCV Estimate: mode = 510608, p-hat = 0.50014104814443328, p_u = 0.50141569453893U86

H_original: 0.995921

Chi square independence
score = 20U45.357622
degrees of freedom = 204p6
p-value = 0.499849

Chi square goodness of fit
score = 8.527172
degrees of freedom = 9
p-value = 0.482012

** Passed chi square tests

Literal Longest Repeated Substring results
P_col: 0.500000

Pr(X >= 1): 0.057522
** PasSEd rtengch or rongest repeated substring test

\ K%E§E¥$iﬂﬂ%ﬁ Pr(X >=1) = 0.057522 : KA
\IHEEE?EHM?EEM » fFEBENE M TRHY -




I TEST 3

Testing success rate: passed 87.65% testcases

Beginning permutation tests... these may take some time
87.65% of Permutation test rounds, 100.00% of Permutation tests

Testing results:

statistic C[ilJ[0] c[il[1] c[il[2]

15

42 C[i][0] : Passed count, CJ[l][1]: Undefined count, CJ[i][2]: Failed count

excursion 6
numDirectionalRuns 6
lenDirectionalRuns u

numIncreasesDecreases 6
numRunsMedian 6 .
lenRunshedian 7 Notable passed items:

avgCollision 6
maxCollision 5
periodicity(1) 10
periodicity(2) 17
periodicity(8) 102
periodicity(16) 16
periodicity(32) 6
covariance(l1)
covariance(2) [
covariance(8) 6
covariance(16) 6
6
6

lenDirectionalRuns, periodicity, covariance having low failed counts

Caveats

periodicity(8):
meaning the bias or deviation in the periodic patterns at 8-bit intervals.
(Limited to only 8'o00000000 or 8'b00000001)
Covariance:
correlation in the data may be higher for lower periodic patterns
due to having many '0's in 8'b00000000 or 8'b00000001

N
ONOCVWOOOOOUINJYE

[

covariance(32)

[cH-NoNcNoNoNoNoNoNoNol ol —NoNo NNl ol

=
=

compression
(* denotes failed test)




NON IO TEST 1

Most Common Value (MCV) Estimate :

RS RPEE RAVE (BHlenozk1 ) 89
EEf - p-hat = 0.5001 @ XREIEROF]
10V H IR RIEE1EIT0.5 - FSIEmMERE
vaR i

Opening file: '../formatted_binary_hash_chain.bin' (SHA-256 hash 043951cba2fb0c5881b0dUa9753cad656d6bbf88b9978FU2U12275Fa7d10+d09)
Loaded 1020928 samples of 2 distinct 1-bit-wide symbols

Running non-IID tests...

Running Most Common Value Estimate...

Literal MCV Estimate: mode = 510608, p—hat = 0.50014104814443328, p_u = 0.50141569453893uU86
Most Common Value Estimate = 0.995921 / 1 bit(s)

Running Entropic Statistic Estimates (bit strings only)...
Literal Collision Estimate: X-bar = 2.5006601137012172, sigma-hat = 0.50000017660067475, p = 0.52603407440282479
Collision Test Estimate = 0.926772 / 1 bit(s)
Literal Markov Estimate: P_0 = 0.50014104814443328, P_1 = 0.49985895185556672, P_0,0 = 0.50000881304016587, P_0,1 = 0.4999911869598341
4, P_1,1 = 0.49972762188430786, p_max = 3.0387425366016939e-39
Markov Test Estimate = 0.999623 / 1 bit(s)
Literal Compression Estimate: X-bar = 5.2168910213617101, sigma-hat = 1.0167870820069815, p = 0.02996166590472U4155
Compression Test Estimate = 0.843u56 / 1 bit(s)

Running Tuple Estimates...
Literal t-Tuple Estimate: t = 15, p-hat_max 0.5205459194697255657881, p_u = 0.5218194893150200508068
Literal LRS Estimate: u = 16, v = 43, p-hat 0.53480194473899788, p_u = 0.53607349979472767

T-Tuple Test Estimate = 0.938377 / 1 bit(s)

LRS Test Estimate = 0.899497 / 1 bit(s)

Running Predictor Estimates...

Literal MultiMCW Prediction Estimate: N = 1020865, Pglobal' = 0.50066098956659122 (C = 509806) Plocal can't affect result (r = 20)
Multi Most Common in Window (MultiMCW) Prediction Test Estimate = 0.998094 / 1 bit(s)

Literal Lag Prediction Estimate: N = 1020927, Pglobal' = 0.50131725540021621 (C = 510507) Plocal can't affect result (r = 19)
Lag Prediction Test Estimate = 0.996204 / 1 bit(s)

Literal MultiMMC Prediction Estimate: N = 1020926, Pglobal' = 0.50191034405982538 (C = 511112) Plocal can't affect result (r = 18)
Multi Markov Model with Counting (MultiMMC) Prediction Test Estimate = 0.994498 / 1 bit(s)

Literal LZ78Y Prediction Estimate: N = 1020911, Pglobal' = 0.50026820043585207 (C = 509428) Plocal can't affect result (r = 19)
LZ78Y Prediction Test Estimate = ©.999226 / 1 bit(s)

H_original: 0.843456




Opening file: '../formatted_binary_hash_chain.bin' (SHA-256 hash 043951cba2fb0c5881b0dUa9753cad656d6bbf88b9978FU2U12275Fa7d10+d09)
Loaded 1020928 samples of 2 distinct 1-bit-wide symbols

Running non-IID tests...

Running Most Common Value Estimate...
Literal MCV Estimate: mode = 510608, p-hat = 0.50014104814443328, p_u = 0.50141569453893U86
Most Common Value Estimate = 0.995921 / 1 bit(s)

Running Entropic Statistic Estimates (bit strings only)...

Literal Collision Estimate: X-bar = 2.5006601137012172, sigma-hat = 0.50000017660067475, p = 0.52603407440282479

ici = Collision Test Estimate = 0.926772 / 1 bit(s)
COIIISIon TeSt " Literal Markov Estimate: P_0 = 0.50014104814443328, P_1 = 0.49985895185556672, P_0,0 = 0.50000881304016587, P_0,1 = 0.499991186959834
N=IT=E S = = - N2 oo 4, P_1,1 = 0.49972762188430786, p_max = 3.0387425366016939e-39
7&”%%&?& EPE%E 1E E/\JI‘Z:I:/_] _k gﬁ ( EX]]Z}E ) ' “Markov Test Estimate = 0.999623 / 1 bit(s)
s Literal Compress::ton Estimatei X-bar = 5.2168910213@17191, sigma-hat = 1.0167870820069815, p = 0.02996166590472U4155
X_bar\ = 2 . 5@@@66@113 ' EX]]Z}E E/\qu:t/:j 1% ® Compression Test Estimate = 0.843u56 / 1 bit(s)

Running Tuple Estimates...
Literal t-Tuple Estimate: t = 15, p-hat_max = 0.5205459194697255657881, p_u = 0.5218194893150200508068
Literal LRS Estimate: u = 16, v = 43, p-hat = 0.53480194473899788, p_u = 0.53607349979U472767

MarkOV TeSt . T-Tuple Test Estimate = 0.938377 / 1 bit(s)

LRS Test Estimate = ©.899497 / 1 bit(s)
MEEENH o R

Running Predictor Estimates...

- Literal MultiMCW Prediction Estimate: N = 1020865, Pglobal' = 0.50066098956659122 (C = 509806) Plocal can't affect result (r = 20)
{ ED%E@E*E ;EB{H FEﬁ H’\J {K%ﬁ'ti] Multi Most Common in Window (MultiMCw) Prediction Test Estimate = ©.998094 / 1 bit(s)
Literal Lag Prediction Estimate: N = 1020927, Pglobal' = 0.50131725540021621 (C = 510507) Plocal can't affect result (r = 19)
. —— Y § 47 > A4 <2z Lag Prediction Test Estimate = 0.996204 / 1 bit(s)
P_@_, QEFI:] P_@_, 1 . %mﬂtOﬁiﬁﬁﬁ? @UOE‘Z/’] E/\] TF‘ZZ?—\ Literal MultiMMC Prediction Estimate: N = 1020926, Pglobal' = 0.50191034405982538 (C = 511112) Plocal can't affect result (r = 18)

Multi Markov Model with Counting (MultiMMC) Prediction Test Estimate = 0.994498 / 1 bit(s)

Literal LZ78Y Prediction Estimate: N = 1020911, Pglobal' = 0.50026820043585207 (C = 509428) Plocal can't affect result (r = 19)
LZ78Y Prediction Test Estimate = ©.999226 / 1 bit(s)

H_original: 0.843456




NON 1l TEST 3

MCYV, Collision, Markov, Compression,
Tuple, and Predictor tests show that the

generated number have high randomness.
All the static result are close to theoretical value.

H_original : ©.84456. This indicate that
the min-entropy of our data is close
to ideal value 1.

Opening

file: '../Formatted_binary_hash_chain.bin' (SHA-256 hash 043951cba2fb0c5881b0d4a9753&ad656d6bbf88b9978€42412275¥a7d10fd99)

Loaded 1020928 samples of 2 distinct 1-bit-wide symbols

Running
Running
Literal
Running

Literal

Literal

non-IID tests...

Most Common Value Estimate...
MCV Estimate: mode = 510608, p-hat = 0.50014104814443328, p_u = 0.50141569453893U86
Most Common Value Estimate = 0.995921 / 1 bit(s)

Entropic Statistic Estimates (bit strings only)...

Collision Estimate: X-bar = 2.5006601137012172, sigma-hat = 0.50000017660067475, p = ©.52603407440282479

Collision Test Estimate = 0.926772 / 1 bit(s)

Markov Estimate: P_O = 0.50014164814443328, P_1 = 0.49985895185556672, P_0,0 = 0.50000881304016587, P_0,1 = 0.49999118695983u]

4, P_1,1 = 0.49972762188430786, p_max = 3.0387425366016939%e—39

Literal

Running
Literal
Literal

Running
Literal

Literal
Literal

Literal

H_original: 0.843456

Markov Test Estimate = 0.999623 / 1 bit(s)
Compression Estimate: X-bar = 5.2168910213617101, sigma—hat = 1.0167870820069815, p = 0.029961665904724155
Compression Test Estimate = 0.843uU56 / 1 bit(s)

Tuple Estimates...

t-Tuple Estimate: t = 15, p-hat_max 0.5205459194697255657881, p_u = 0.5218194893150200508068
LRS Estimate: u = 16, v = 43, p-hat 0.53480194473899788, p_u = 0.53607349979472767

T-Tuple Test Estimate = 0.938377 / 1 bit(s)

LRS Test Estimate = 0.899497 / 1 bit(s)

Predictor Estimates...

MultiMCW Prediction Estimate: N = 1020865, Pglobal' = 0.50066098956659122 (C = 509806) Plocal can't affect result (r = 20)
Multi Most Common in Window (MultiMCW) Prediction Test Estimate = 0.998094 / 1 bit(s)

Lag Prediction Estimate: N = 1020927, Pglobal' = 0.50131725540021621 (C = 510507) Plocal can't affect result (r = 19)

Lag Prediction Test Estimate = 0.996204 / 1 bit(s)

MultiMMC Prediction Estimate: N = 1020926, Pglobal' = 0.50191034405982538 (C = 511112) Plocal can't affect result (r = 18)
Multi Markov Model with Counting (MultiMMC) Prediction Test Estimate = 0.994498 / 1 bit(s)

LZ78Y Prediction Estimate: N = 1020911, Pglobal' = 0.500268200u43585207 (C = 509428) Plocal can't affect result (r = 19)
LZ78Y Prediction Test Estimate = ©.999226 / 1 bit(s)
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